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DEPARTMENT OF THE ARWY
HEADQUARTERS, UNI TED STATES ARMY MATERI EL COVMVAND
5001 EI SENHOAER AVENUE, ALEXANDRI A, VA 22333-0001

AMC SUPPLEMENT 1 6 June 1997
to AR 380-5
CHANGE 1
Security
DEPARTMENT OF THE ARMY | NFORMATI ON SECURI TY PROGRAM

Thi s change is necessary to del egate wai ver approval authority and confirm
previ ously announced file stanping policy.

1. AMC Supplenent 1 to AR 380-5, 21 April 1992, is changed as foll ows:
Renove ol d pages I nsert new pages
5 and 6 5 and 6
2. This change is necessary to delegate authority to approve exceptions for
storage of CONFI DENTI AL and SECRET nmaterial to commanders of mmjor subordinate
conmands and conmander s/ directors of separate reporting activities. It also
confirms the elimnation of the requirenment to stanp file folders with the

hi ghest overall classification of material contained therein.

3. File this change in front of the suppl enent.
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The proponent of this supplement is the United States Arny
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3. Holders of RD FRD docunents who are the proponent of the docunent will
follow steps 1(a), 2(b), 2(c), and 2(d).



Page 21, paragraph 4-302, Photographs, filnms, and recordings. Add the
following at the end:

If space linitations preclude use of a "DERI VED FROM' |ine, separate records
will be maintained to identify the classifier

Page 22, paragraph 4-305, Docunents produced by ADP equi pnent. Add the
following at the end:

A review of classification markings applied by ADP equi prent will be
acconpl i shed prior to dissem nation or reproduction of docunents.

Page 23, paragraph 4-400, Decl assification and regradi ng narki ng procedures.
Add the follow ng at the end:

Material which is automatically downgraded/ decl assified according to
instructions on the material will be remarked, as a m ninum on the
front/first page and back cover.

Page 25, paragraph 5-102a2, Storage of classified information. Add the
following at the end:

Requests for approval to use alarned areas for storage of TOP SECRET materi al
will be forwarded through comand security channels to HQ AMC, ATTN

AMXM - SCM Encl osures for this request will be in the format shown in appendi x
S to this supplement.

Page 25, paragraph 5-102b, Storage of classified information. Add the
follow ng at the end:

When classified naterial is proposed for open storage in vaults,

bui | di ngs, offices, or roons, qualified facility engineer personnel wll
verify the structural conposition of the storage facility according to
standards outlined in appendix H of the basic regulation. The facility wll
be certified regarding its composition and the highest |evel of classified
mat eri al authorized for storage. The certification will be on a 5-year
renewal basis or when there has been a physical nodification to

the structure
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Page 25, paragraph 5-102b, Storage of classified information. Add
subparagraphs 1, 2, 3, 4, 5, and 6.

1. CONFI DENTI AL and/or SECRET naterial will not be stored in steel filing
cabi nets equi pped with a steel |ock bar and secured with a GSA-approved
changeabl e padl ock.

2. Authority to approve exceptions for CONFI DENTI AL and SECRET is del egated
to commanders of major subordi nate conmands (MSCs) of the Arny Materi el
Conmand and to commanders/directors of separate reporting activities of the
Arnmy Materiel Conmand. This authority may be redel egated to MSC chiefs of
staff with power of redelegation to senior intelligence officers provided they
are Lieutenant Colonels or GS 15s and above. Requests for waivers to TOP
SECRET storage requirenents will continue to be forwarded to this HQ ATTN
AMXM - SCM

3. Before approving exceptions to storage standards, the approving authority
shoul d conpare the construction standards of the proposed facility with those
in appendi x H, of the basic regulation. The construction information
conbined with other factors, such as threat, sensitivity of the classified

i nformati on, anmount of in-depth security safeguards, and other pertinent

i nfornmati on shoul d be considered. Copies of approved waivers will be
forwarded to this HQ ATTN. AMXM-SCM with a

copy furnished to AMXM - SSD

4. Exceptions and waivers require conpensatory neasures equal to or greater
than the requirenents of the regul ation

5. Wiivers are valid for 1 year only and require annual renewal, if

necessary. Approvals will be based upon subnission of projects and mil estones
whi ch support the attainnent of the requirements of the regulations for which
t he wai ver was issued.

6. Exceptions are permanent and are applicable only when current
procedures exceed requirenents of the regulation or it is cost-prohibitive to
neet the requirenents.

Page 26, paragraph 5-103b, Procurenent and phase-in of new storage equipnent.
Add the followi ng at the end:

Copies of the request will be sent to HQ AMC, ATTN. AMXM -SCM with a copy
furni shed to AMXM - SSD.
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DEPARTMENT OF THE ARWY
HEADQUARTERS, UNI TED STATES ARMY MATERI EL COMMVAND
5001 EI SENHOAER AVENUE, ALEXANDRI A, VA 22333-0001

AMC Suppl errent 1 21 April 1992
to AR 380-5

Security
DEPARTMENT OF THE ARMY | NFORMATI ON SECURI TY PROGRAM

Thi s suppl enent may be further supplenented by U S. Arny Materiel Command
(AMC) maj or subordi nate commands (MSC); by installations and activities
reporting directly to Headquarters (HQ, AMC. Further suppl enmentation by

ot her organi zations requires approval of Commander, HQ AMC, (AMCM -CS).

Copi es of each supplenent will be furnished to the Commander, HQ AMC ( AMCM -
CS), and to the AMC Security Support Activity (AMXPX-S), Fort G llem Forest
Park, GA 30050-5000.

AR 380-5, 25 February 1988, is supplenented as foll ows.

Page 6, paragraph 1-200, Purpose. Add the follow ng at the end:

Thi s suppl ement establishes responsibilities and procedures for administration
of the AMC Information Security Program |t nmust be used in conjunction with
t he basic regul ati on.

Page 6, paragraph 1-201, Applicability. Add the follow ng at the end:

Thi s suppl ement applies to HQ AMC;, AMC MSCs (including their subordinate
installations and activities); separate installations and activities reporting
directly to HQ AMC, and program proj ect/ product managers obtai ning functional
support from AMC el enment s.

Page 7, paragraph 1-313, Custodian. Add the followi ng at the end:

Wthin AMC, the followi ng definition applies:

Prime Custodian. The onsite chief of a division or conparable
organi zational elenment within which classified nmaterials are nai ntai ned, the
prime custodi an has overall responsibility for inplenenting security
procedures within his/her area of jurisdiction, and ensuring conpliance
t herei n.

*Thi s suppl ement supersedes AMC Suppl 1 to AR 380-5, 12 Septenber 1990, AR
380-5, 25 February 1988.
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Page 9. paragraph 1-600c(c)., Oiginal classification authority. Add the
followi ng at the end:

Requests will be subnitted through comrmand channels to HQ AMC (AMCM - CS).
Each request will explain how conditions in paragraph 1-600cl apply and will
al so provide an estinmate as to the frequency with which original
classification authority will be used.

Page 10, paragraph 1-602a4, Record and report requirenments. Add the follow ng
at the end:

Al'l changes will be reported pronptly to HQ AMC (AMCM - CS) .

Page 10, paragraph 1-602b, Record and report requirenments. Add the follow ng
at the end:

Commanders are responsi ble for maintaining a current list, by title, of
original classification authorities in their respective organi zations.
AMCM -CS will maintain a master list for the command.

Page 10, paragraph 1-603c2, Declassification and downgrading authority. Add
the followi ng at the end:

Each original classification authority will designate individuals, by position
title, who are authorized to specify that information under their proponency
may be downgraded and/or declassified earlier than previously specified or
will specify in witing that authority is not to be further delegated. One
copy of each designation and subsequent changes will be forwarded to HQ AMC
(AMCM - CS) and AMC SSA ( AMXPX-S).

Page 11, paragraph 2-102, Cassification planning. Add subparagraph c after
subpar agraph b.

c. Al requests for policy and guidance will be referred through comrand
security channels to HQ AMC (AMCM - CS) .

Page 12, paragraph 2-204g, Linitations on classification. Add the follow ng
at the end:

Requests will be submitted through command security channels to HQ AMC (AMCM -
CS).

Page 12, paragraph 2-206, dassifying docunents. Add the follow ng at the
end:

If circunstances require the use of a classified subject or title, an
uncl assified short title will be provided for reference purposes.

Page 13, paragraph 2-302, Subsequent extension of duration of <classification.
Add the following at the end:

Reports will be made through conmand channels to HQ AMC (AMCM - CS).
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Page 14, paragraph 2-404, Review of classification guides. Add subparagraph c
after subparagraph b

c. Foreign nilitary sales issues will be considered during the review of
all classification guides.

Page 14, paragraph 2-405a, Distribution of classification guides. Add the
followi ng at the end:

Copi es of each approved security classification guide (less SCl), and changes
thereto, will also be sent to the addressees listed at attachnent 3 to
appendi x E.

Page 14, paragraph 2-405b, Distribution of classification guides: Add the
fol | owi ng:

Two copies of the approved security classification guides as specified in the
basic regulation will be sent to Defense Technical Information Center (DTIC
FDAC), Caneron Station, Al exandria, VA 22304-6145.

Page 14, paragraph 2-406., |Index of security classification guides. Add
subpar agraph c after subparagraph b.

c. One copy of each conpleted current DD Form 2024 (DOD Security
Classification Guide Data El enents) as required by subparagraphs a and b
above, will also be provided to HQ AMC (AMCM -CS). Copi es of DD Form 2024
will also be sent to Defense Technical Information Center with the guide.

Page 15, paragraph 2-701, Patent Secrecy Act. Add subparagraph d after
subpar agraph c.

d. A patent application that is being reviewed to deternm ne whether or not
its disclosure would be detrinmental to national security will be handled
according to paragraph 2-600 of this regulation. As a mininum applications
wi || be safeguarded in the manner prescribed for CONFI DENTI AL i nformation.

Page 16, paragraph 3-103, Declassification by the Director of the 1SO0 Add
the follow ng at the end:

Appeal s will be forwarded through comand channels to HQ AMC (AMCM - CS) .

Page 16, paragraph 3-202c, Systemmtic review procedures. Add subparagraphs 1,
2, and 3.

1. Holders of RDFRD docunents who are not the proponents of the docunent
will--

(a) Review material to determne if it nmust be retained or may be
destroyed.



AMC Suppl 1 to AR 380-5

(b) If information nust be retained, develop a position regarding its
classification (i.e., remain at current |evel, downgrade, renmove RD FRD
mar ki ngs, or decl assify).

(c) Forward the docunment in question (according to procedures governing
its current classification) and supporting rationale to the proponent.

2. Proponents who receive RD FRD docunents from ot her holders will--

(a) Review referred docunents, evaluate the local position pertaining to
classification, and fornulate their position regardi ng proper classification

(b) Mark docunents to clearly indicate which portions are believed to be
classified (and to what |evel) and which portions are unclassified.

(c) Forward docunents in question (according to procedures governing its
current classification) and the rational e supporting their classification
position to--

Ofice of Classification
Mai | Stop C356

U S. Departnent of Energy
Washi ngt on, DC 20545

(d) Advise all holders of the results of the review by the Departnment of
Ener gy.

3. Holders of RDFRD docunents who are the proponent of the docunment will
follow steps 1(a), 2(b), 2(c), and 2(d).

Page 20, paragraph 4-205, File, folder, or group of docunents. Add the
follow ng at the end:

File folders containing classified information will be stanped with the
hi ghest overall classification of material contained therein, at the top and
bottom front and back

Page 21. paragraph 4-302, Photographs, filnms, and recordings. Add the
followi ng at the end:

If space linmitations preclude use of a "CLASSIFIED BY" |line, separate records
will be naintained to identify the classifier

Page 22, paragraph 4-305, Docunents produced by ADP equi pnent. Add the
following at the end:

A review of classification markings applied by ADP equi prent will be
acconpl i shed prior to dissem nation or reproduction of docunents.
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Page 23, paragraph 4-400, Declassification and regrading nmarking procedures.
Add the followi ng at the end:

Material which is automatically downgraded/ decl assified according to
instructions on the material will be remarked, as a mininum on the
front/first page and back cover.

Page 25, paragraph 5-102a2, Storage of classified infornation. Add the
following at the end:

Requests for approval to use alarned areas for storage of TOP SECRET materi al
will be forwarded through comand security channels to HQ AMC (AMCM -CS).
Encl osures for this request will be in the format shown in appendix S to this
suppl enent .

Page 25, paragraph 5-102b, Storage of classified information. Add
subparagraphs 1, 2, and 3.

1. CONFIDENTIAL material will not be stored in existing steel filing
cabi nets equi pped with a steel |ock bar and secured with a GSA-approved
changeabl e conbi nati on padl ock except upon witten approval of the |oca
conmander. SECRET material will also not be stored in this nanner except
upon written approval of the Deputy Chief of Staff for Intelligence, HQ AMC
In both instances, approval will be based upon assertion by requestor that
attenpts to obtain standard storage equi pnent have failed and that substandard
storage arrangenents will be upgraded as soon as possible. Witten approvals
will be stored in the applicable filing cabinet or security office.

2. Requests for other exceptions to storage requirenments for SECRET
material will be processed as prescribed in paragraph 5-102a.

3. Commanders have final approval authority for storage of CONFI DENTI AL
material. They may contact Director, Intelligence Materiel Activity (AMXM -
P), Fort Meade, MD 20755-5315 for advice and assistance.

Page 25, paragraph 5-102b, Storage of classified information. Add the
followi ng at the end:

When classified naterial is proposed for open storage in vaults, buildings,

of fices, or roons, qualified facility engi neer personnel will verify the
structural conposition of the storage facility according to standards
outlined in appendix Hof the basic regulation. The facility will be
certified regarding its conposition and the highest |evel of classified
materi al authorized for storage. This certification will be displayed inside
the storage facility. The certification will be on a 5-year renewal basis
or when there has been a physical nodification to the structure.

Page 25, paragraph 5-102b, Storage of classified information. Add
subparagraphs 1, 2, and 3.

1. Exceptions and waivers require conpensatory neasures equal to or greater
t han requirements of the regul ation.
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2. Wivers are valid for 1 year only and require annual renewal, if
necessary. Approvals will be based on subm ssion of projects and nil estones

whi ch support the attainnent of the requirements of the regulations for which
t he wai ver was issued. Requests for renewal will be subnitted 90 days prior
to the expiration date to the approval authority (HQ AMC for TOP SECRET and
SECRET, | ocal commander for CONFIDENTIAL) and will provide project/mlestone
st at us updat es.

3. Exceptions are permanent and are applicable only when current
procedures exceed requirements of the regulation or it is cost-prohibitive to
nmeet the requirements. Exceptions will be reevaluated every 2 years and
reval i dat ed, as necessary. Requests for biennial revieww |l be submtted 90
days prior to the expiration date to the approval authority (HQ AMC for TOP
SECRET and SECRET, |ocal comander for CONFI DENTIAL).

Page 26, Paragraph 5-103b, Procurenent and phase-in of new storage equi pnent.
Add the following at the end:

Copi es of the request will be sent to HQ AMC (AMCM -CS) with a copy furnished
to AMC SSA ( AMXPX- S)

Page 26, paragraph 5-104b3(a), Designations and conbinations. Add the
followi ng at the end:

Only one Standard Form 700 (Security Container Information) will normally be
affixed to the inside of each security container. |If a security container
has drawers which are equi pped with a separate external |ocking device and the
custodi ans are not the same for all drawers, a separate SF 700 will be

di spl ayed in each drawer. |[If each drawer has the sane prine custodian, then
a copy of part 2 of the original SF 700 or a duplicate will be placed inside
each drawer.

Part 1, SF 700 will be used to list the names of the personnel to be contacted
in an energency. These individuals need not know the conbi nation, nor nust
all the individuals who know the conbination be listed on part 1.

Page 26, paragraph 5-104b3(b). Designations and conbinations. Add the
following at the end:

Part 2, SF 700 will be used to list all those people having know edge of the
conbi nation. The nanes listed on parts 1 and 2 of the SF 700 need not be the
sane.

Page 28, paragraph 5-202a2, End-of-day security checks. Add the follow ng at
t he end:

VWhen checking a safe with conventional type conbination dial, check each
drawer individually by depressing drawer latch and pulling. Rotate
conbination dial at least four times in one direction and re-check each
drawer. Wen checking a safe with manipul ati on proof dial conbination, reset
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the dial to O and turn the butterfly to the right to relock it and nove the
dial to the right until it stops. Then press down on |atch of conbination
drawer and pull out on it at the sanme tine. Keep the latch down on the
conbi nati on drawer while checking the other drawers. After conpleting the
check, unlock the butterfly and rotate the dial at |least four tines in one
direction.

Page 28, paragraph 5-202e2, End-of-day security checks. Add subparagraphs 3
and 4.

3. After duty hours inspections will be routinely conducted to ensure
conpliance with all applicable regulations. The security manager will ensure
that local rules for conducting after duty hour inspections are established.

4. Room check procedures will be established in each separate office where
classified information/materiels are used or stored. SF 701 (Activity
Security Checklist) will be posted near the office exit door and will be used
to certify conpletion of the roomcheck each duty day.

Page 28, paragraph 5-203a, Energency Planning. Add the follow ng at the
end:

Emergency plans will be reviewed every 2 years.
Page 29, paragraph 5-203h, Energency planning. Add the follow ng at the end:
Al requests will be sent to HQ AMC (AMCM -CS).

Page 29, paragraph 5-205a, Security of neetings and conferences. Add the
foll owi ng at the end.

Thi s headquarters has the authority to approve classified conferences that are
held in a cleared facility, involve U S. personnel exclusively, and are not
acquisition related. dassified conferences involving foreign participation,
or that are acquisition related, or are scheduled to be held in an uncl eared
facility nmust be forwarded through this headquarters, ATTN. AMCM -CS to HQDA,
DAM -ClI'S, for approval. dassified conferences that are sponsored or co-
sponsored by a nongovernnental association nust be forwarded through AMCM - CS
and HQDA to Departnent of Defense (DOD) for approval; the application nust
contain a security plan.

Page 31, paragraph 5-205f3, Security of neetings and conferences. Add the
followi ng at the end:

Al requests subnitted under the provisions of this chapter will be routed
t hrough command security channels to arrive at HQ AMC (AMCM - CS) 150 days
prior to the conference. Enmergency requests wll be accepted when justified.
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Page 31, paragraph 5-205g2, Security of neetings and conferences. Add the
followi ng at the end:

Proposal s to exclude foreign nationals, when appropriate, will be forwarded
t hrough conmand security channels to HQ AMC (AMCM -CS) for approval by HQDA
(DAM -CIT).

Page 31, paragraph 5-206f, Safequarding of U S. classified information
located in foreign countries. Add the follow ng at the end:

Requests will be sent through command security channels to HQ AMC with a copy
furni shed to AMC SSA ( AMXPX) .

Page 31, paragraph 5-300, Policy. Add the follow ng to subparagraph a:

MSCs and separate reporting activities who have classified material wll
establish an entry and exit program designed to deter or detect unauthorized

i ntroduction or renoval of that material. Tenant activities are not required
to establish a separate inspection program provided this service is conducted
by the host organization. This requirenent should be incorporated in the DD
Form 1144 (Support Agreenent). |In addition, tenant activities nust

ensure the scope and conduct of inspections conformto the requirenents of
this suppl ement and AR 380-5.

Page 32, paragraph 5-300, Policy. Add the followi ng to subparagraph g:

A detail ed standi ng operating procedure (SOP) will be devel oped at each

installation/activity for the conduct of the inspections. |If required, the
SOP will be coordinated with |ocal unions, |egal and | aw enforcenent
personnel. Signs will be posted notifying enpl oyees and visitors that they

are subject to a handcarried contai ner search

Page 32, paragraph 5-300, Policy. Add subparagraph i after subparagraph h.

i. Were possible, the inspection programw ll be carried out in the areas
where classified work is perforned.

Page 32, paragraph 5-300, Policy. Add subparagraphs j, k and 1

(j) Actions to be taken in the event contraband or controlled
substances are found. |In the event that contraband or controlled substances
are found during the inspection, the individual (s) will be detained and
appropriate | aw enforcenment officials will be notified. Such officials wll
be identified in the SOP. |Inspection personnel will keep the contraband or
control | ed substance in their possession until turned over to | aw enforcenent
personnel in order to conply with the chain-of-custody rule for evidence

(k) Personnel who may be used to performentry/exit inspections.
Personnel that may be used to performthis function include mlitary police,
DOD guards, contract guards, DOD security personnel or Departnent of the Arny
(DA) civilian personnel appointed by the commander or director. Prior to
perform ng the inspection, all personnel will be thoroughly trained.
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(I) Steps to be taken in the event of refusal to submit to inspection
In a restricted area, in the event anyone refuses to subnmt to the inspection
the individual nust be properly identified. This can be done by taking the
information fromtheir badge or requesting themto produce an identification
(ID) with a picture on it (such as a state driver's license). Consistent

with security needs take reasonable actions to obtain identification. If an
identified individual still refuses to submt to the inspection, he/she wll
be informed that a report of the incident wll be made and he/she coul d be

subject to a disciplinary action and barred fromentering the installation/
building in the future. Force will not be used to enforce the inspection on
any individual w thout probable cause that would | ead the inspector to believe
that the individual has unauthorized classified material in his/her

possessi on.

Page 32, paragraph 5-301, Inspection frequency. Add the following to
subpar agraph a:

Conmanders of MSCs and separate reporting activities (SRA) will take into
consi deration the threat, vulnerabilities, sensitivity of classified
infornmation, and locations in determning the frequency of inspections.

Page 32, paragraph 5-301, Inspection frequency. Add subparagraph g after
subpar agraph f:

g. Inspections are to be conducted in |locations where classified materi al
is stored or worked on (rather than at other |ocations such as vehicle gates).
The inspections will be frequent enough to provide a credible deterrent
against theft of classified material. As a mnimm inspections will be
conducted at |east 2 hours per quarter

Page 33, Paragraph 5-303, Local records. Add subparagraph d after
subpar agraph c.

d. The information required by this paragraph (dates and nunbers of
i nspections, nunber of instances in which persons handcarried classified
i nformati on wi thout apparent authorization, and problens encountered in the
entry/exit inspection progranm) will be attached as an addendumto the Annua
Information Security Program Data Report (SF 311). MSCs will consolidate the
information prior to forwarding it to this headquarters.

Page 33, paragraph 6-102, Responsibility of discoverer. Add subparagraph d
after subparagraph c.

d. Sone exanpl es of instances that nust be reported to the security manager
i ncl ude di scovery of any of the follow ng:

1. TOP SECRET documents |lost to accountability.
2. Security container open and unattended.

3. dassified docunents | eft unsecured and unattended.
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4. Disclosure of classified information to a person not authorized
access.

5. Appearance of classified material in public nedia.

6. Cassified informati on di scussed or sent over an unsecure neans of
comuni cat i on.

Page 33, paragraph 6-103, Prelimnary inquiry. Add the follow ng:

The inquiry, including the witten report, will be conpleted as quickly as
possible but in no case will it exceed 30 days after discovery of the security
incident. Progress of the prelimnary inquiry will be nonitored by the |oca
security nanager who will provide the commander with the witten results.
Each MSC/ SRA will establish a uniformsystemfor nunbering prelimnary
inquiries (i.e., AMC 1-92). These nunbers will be on a fiscal year basis.
These numbers will be used to identify violations reported as part of each
subsequent Security Status Report and will use the recomended fornmat provided
at appendix Qto provide updates until the case is closed through assignment
of either administrative or disciplinary action or a determnation that no
such action is warranted. This will be acconplished even when investigation
elimnates the possibility of conprom se or establishes that conpronise could
not reasonably be expected to cause damage to national security. Prelimninary
inquiries may be conducted by security specialists, regardl ess of grade,
provided the inquiries are conclusive and the findings and recommendati ons are
approved at the chief of staff or equivalent |evel

Page 33, paragraph 6-103cl, Prelinmnary inquiry. Add the follow ng:

Copies of the report will be provided through conmand security channels to HQ
AMC (AMCM - CS).

Page 34, paragraph 6-1049g, Investigation. Add the follow ng at the end:

Investigating officers will not specify the nature of any disciplinary action
to be taken. This will be deternmined by the responsible individual's

i medi ate supervisor and the civilian/mlitary personnel officer according to
appl i cabl e regul ati ons.

Page 34, paragraph 6-104h, Investigation. Add the following at the end:

Security managers will establish procedures for the tinely and efficient
conduct of investigations within their organizations. Security nmanagers of
MSCs will nonitor the progress of investigations conducted by subordinate
el ements.

Page 34, paragraph 6-105a, Responsibility of authority ordering investigation
Add the following at the end:

This review will be conducted by the security nmanager and staff judge advocate
or other |egal counsel

10
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Page 34, paragraph 6-105d, Responsibility of authority ordering investigation
Add the followi ng at the end:

I n such cases one copy of the report of investigation will be forwarded to HQ
AMC (AMCM - CS) .

Page 34, paragraph 6-105f, Responsibility of authority ordering investigation
Change to read:

Each MSC and SRA will forward one copy of approved reports of investigation
i nvol ving TOP SECRET and SECRET information to HQ AMC (AMCM -CS).

Page 35, paragraph 6-111, Suicide and attenpted suicide. Add the follow ng at
the end:

Wthin 3 workdays followi ng a suicide, the cognizant security manager w ||
forward prelimnary results of the inquiry to Conmanders, HQ AMC (AMCM -CS).
The report will include--

a. Individual's nane and grade/rank

b. Level of security clearance.

c. Frequency of access to classified information

d. Frequency with which the individual worked alone with classified
materials (including overtine).

e. \Wether or not there appears to be any m ssing classified docunents or
whet her or not classified naterial expected to be in the individual's
possessi on can be accounted for

f. Al other pertinent facts.

g. This information rmay be included in the serious incident report (SIR
provi ded HQ AMC, ATTN. AMCM -CS is included as an addressee.

Page 35, paragraph 6-112c, Unauthorized disclosure of classified infornation
to the public. Add the followi ng at the end:

"Informati on copies" of the report will be sent to CDRAMC ALEX VA
/1 AMCM _CS/ /.

Page 36, paragraph 7-100bl, Policy. Add the follow ng at the end:

Wthin AMC, the brief period of tine during which one individual with access
may be | eft al one should not exceed 15 minutes. Organizations storing TOP
SECRET or Special Access Program (SAP) information nust establish physica
controls that will preclude one person from having access to the information
during nonduty hours. Establishing a witten policy that prohibits one

i ndi vidual from accessing the infornmation during nonduty hours does not
satisfy this requirenent.

11
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Page 36, paragraph 7-101., Access by persons outside the Executive Branch. Add
the follow ng at the end:

Thi s paragraph pertains only to individuals and agencies within the U S
Governnent, but outside the Executive Branch. For personnel within the
Executive Branch, no special authorization is required. Access by those

i ndi vi dual s and agenci es outside the Executive Branch is governed by the basic
regul ati on.

Page 36, paragraph 7-101d2, Access by persons outside the Executive Branch
Add the follow ng at the end:

Requests will be forwarded through HQ AMC (AMCM - CS) .

Page 37, paragraph 7-105b, Access by visitors. Add the following at the end:

AMC Form 1663-R-E (Request for Visit Authorization) will be used for visit
requests. A copy of the formis attached at appendi x T.

Page 38, paragraph 7-106b, Student officers attending civilian institutions
and faculty nmenbers of civilian institutions. Add the follow ng at the end:

Requests will be forwarded 120 days before intended access and if possible
t hrough HQ AMC (AMCM -CS). They wi |l i ncl ude--

a. Individual's nane, date/place of birth, social security nunber, and
citizenship.

b. How the individual is affiliated with DOD
c. Nane of individual's enployer and enpl oynment | ocation
d. Level of access required and inclusive dates.

e. Current security clearance, if any; past security clearance(s); and any
other indications that the individual is trustworthy.

f. Inclusive dates and branch of prior nmlitary service, if known.

g. Full justification for disclosing classified information to the
i ndi vi dual

h. Subject matter of disclosure.

i. Explanation as to why access is in the best interest of nationa
security.

j. Explanation as to how the individual will safeguard classified
i nformation from unauthorized discl osure.

k. Point of contact with phone nunber and security nanager's phone nunber.

12
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Page 39, paragraph 7-300a, TOP SECRET information. Add the follow ng:

Requests for waivers of the m nimumrank/grade for TOP SECRET control officers
will be forwarded to this headquarters, ATTN. AMCM -CS for approval

Page 39, paragraph 7-300bl(d), TOP SECRET information. Add the follow ng at
the end of the paragraph:

TOP SECRET pages that are superseded by changes will be recorded on a
destruction certificate and the annotati on of the destruction certificate wll
be wi tnessed.

Page 39, paragraph 7-300bl(e), TOP SECRET information. Add the follow ng at
the end:

TOP SECRET document accounts will be recorded on DA Form 455 (Mil and
Docurent Regi ster) or DA Form 3964 (d assified Document Accountability
Record). The register for any given cal endar year will be retired after the
appropriate dispatch or destruction of all TOP SECRET docunents listed. The
retired register(s) will be nmaintained in the current files for 5 years and

t hen destroyed.

Page 39, paragraph 7-300cl, TOP SECRET information. Add the followi ng at the
end:

The report of inventory will contain a listing of local control nunbers. The
signed certification of inventory will attest that inventoried docunents were
physical ly sighted and were conpl ete.

Page 39, paragraph 7-300c2, TOP SECRET information. Add the followi ng at the
end:

AMC installations and activities with nore than 100 TOP SECRET docunents will
conduct a 10 percent physical inventory each month until all TOP SECRET
docunment s have been accounted for. Those with 100 or less are exenpt fromthe
10 percent inventory. |Inventories will be conpleted by April of each year.

Page 39, paragraph 7-300e, TOP SECRET information. Add the followi ng at the
end:

DA Form 3964 will be used for this purpose. The description of the docunent
nmust be consistent with that which appears on the applicable DA Form 969 (TOP
SECRET Docunent Record) or another approved docunent register

Page 40, paragraph 7-301, SECRET information. Add the follow ng at the end:

Wthin AMC, administrative control procedures other than those required by the
basi c regul ation or other DA regulation or directives are prohibited.

Page 40, paragraph 7-303, Receipt of classified material. Add the follow ng
at the end:

13
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Only mail bearing the caveat "POSTMASTER: Address Correction Requested/ Do Not
Forward" needs to be afforded this protection.

Page 40, paragraph 7-304c, Wrking papers. Add the followi ng at the end:

Requests for waivers will be submitted through conmand channels to HQ AMC
(AMCM - CS) .

Page 41, paragraph 8-101, TOP SECRET information. Add the followi ng at the
end:

TOP SECRET information destined for DOD contractors will not be di spatched
until storage capability and facility clearance have been verified.

Page 41, paragraph 8-i02, SECRET information. Add the follow ng:

SECRET i nformation destined for DOD contractors will not be dispatched until

t he saf eguardi ng capability, facility clearance, and classified mailing
address have been verified. SECRET information nmay be transmtted via United
States Postal Service Express Mail within the 50 states, District of Col unbia,
and Puerto R co.

Page 41, paragraph 8-103, CONFIDENTIAL information. Add the follow ng:

CONFI DENTI AL i nformation destined for DOD contractors will not be dispatched
until facility clearance, safeguarding capability, and classified mailing
address have been verified.

Page 44, paragraph 8-201, Addressing. Add the follow ng:

VWhen transmitting classified itens to contractors, a person's name nmay not be
used in the attention line of the outside envel ope.

Page 44, paragraph 8-202d5(a), Receipt systens. Add the followi ng at the end:

DA form 3964 may al so be used to acknow edge receipt of classified hardware.

Page 44, paragraph 8-203, Exceptions. Add the follow ng at the end:

Requests wi |l be forwarded through HQ AMC (AMCM - CS) .

Page 46, paragraph 8-303b, Authority to approve escort or handcarry of
classified informati on aboard conmerci al passenger aircraft. Add the
fol | owi ng:

DA of ficials who have been authorized to approve travel orders nmay designhate
couriers to handcarry classified information to outside continental United
States (OCONUS) | ocations aboard U.S. mlitary conveyances, provided such
transportation is used exclusively, and all other applicable portions of this
chapter are adhered to. This authority also permts the courier to handcarry

14
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the items within the OCONUS area. The conmmander, HQ AMC, and his single
designee, the Deputy Chief of Staff for Intelligence, have been authorized to
approve the handcarry of classified informati on on comercial aircraft outside
the area enconpassed by the boundaries of the United States, its territories,
and Canada. The use of foreign flag carriers nust be specifically justified.
Requests will be submitted by an electrical nmessage or DATAFAX t hrough
conmand security channels to Commander, HQ AMC (AMCM -CS), at least 5

wor kdays before travel. As a mininum such nessages will be protected as FOR
OFFI Cl AL USE ONLY until conpletion of classified courier duties. Requests
will contain all information required by subparagraphs 1 through 4, basic

regulation, and will additionally explain why materials cannot be transnmitted
by secure nessage or facsinile. Requests for return trip handcarry need to be
justified. NOTE: HQ AMC authorization is not required to handcarry
classified information to Canada or U S. Territories. Local travel approving
of ficials may authorize handcarry in those instances.

Page 46, paragraph 9-100, Policy. Add the follow ng at the end:

Each commander is responsible for ensuring that destruction officers and
disinterested witnessing officials for TOP SECRET naterials are appointed. A
sufficient number of individuals will be so designated to ensure the
availability of officials for tinmely destruction. Security clearances nust be
verified before destruction and witnessing officials are designated to
perform those functions.

Page 47, paragraph 9-103b, Records of destruction. Add the followi ng at the
end:

DOD policy requires that classified information intended for destruction is
actually destroyed. Wthin AMC, two procedures are authorized for destruction
of SECRET information-- Execution of a destruction certificate, one signature
ONLY required. Inposition of the two-person rule, destruction certificate
not required. To conply with the two-person rule, |ocal procedures should be
devel oped to ensure that two cleared persons are involved in the entire
destruction process. Wthin AMC, conpliance with this requirenent is assuned
provi ded the destruction process is conducted in an area occupied by the

i ndi vi dual acconplishing destruction and at | east one other cleared

i ndividual. Records of destruction are permitted only for those

docunents/ material for which formal accountability procedures have been
prescribed. Destruction of classified material will be adninistered in the
same manner as for docunents, including conpletion of DA Form 3964, when
required.

Page 47, paragraph 9-105b, d assified docunent retention. Add the follow ng
at the end:

The annual cleanout date for AMC installations and activities will be during

the fourth quarter of each cal endar year. Local commanders will determ ne the
exact date based upon m ssion requirenents. The date chosen will be indicated
initem12, Remarks, SF 311, Agency Information Security Program Data Report.
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Page 47, paragraph 10-101g, Scope and principles. Add the follow ng at the
end:

This includes "tal king around" classified information and devi sing persona
codes/ codewords in order to obscure the true neaning.

Page 47, paragraph 10-101, Scope and principles. Add subparagraph n after
subpar agraph m

n. The Security Education Programwill consist of the follow ng el ements:

1. An Indoctrination briefing which is an individual briefing by a
supervi sor or security representative and is given before granting access to
classified information to ensure that newy assigned enpl oyees know the job-
specific security requirenments and security procedures for the office. Mre
enphasis on security procedures will be needed when the new enpl oyee has not
had previous experience handling classified information (e.g., explanation of
| evel s of classified material, basic marking requirenments, need-to-know,
storage, and reporting breaches of security should be presented). This
briefing may be suppl enented, but not replaced, by a requirenent to read
applicable security regulations.

2. An orientation briefing which is a group briefing, scheduled on a
regul ar basis, for new personnel who have access to classified information.
The briefing will cover itens in subparagraphs 10-101a through 10-101m The
activity turnover rate wll dictate the size of the audi ence and frequency of
the briefing.

3. Refresher training requirenents are outlined in paragraph 10-101 of
the basic regulation. Not all of the itenms listed in this paragraph nust be
formally briefed to all personnel annually. Itenms fromthis list will be
selected to fit the needs of the audience and | ocal requirenents.

4. Foreign travel. (See paragraph 10-104, basic regulation.)

5. Termination briefings. (See paragraph 10-105 basic regul ati on and
AMC Suppl 1.)

Page 48, paragraph 10-103, Refresher briefings. Add the followi ng at the end:

Refresher briefings will be conducted at |east annually. Such training may
conbi ne security awareness training, Operations Security (OPSEC) training
(required by AR 530-1), and Subversion and Espi onage Directed Against U S.
Arnmy (SAEDA) training. Requiring that individuals read security regul ations
and then certify their understanding of the requirenents does not satisfy
trai ning requirements. Appendix R contains a |ist of suggested topics for
briefings; security manager involvenent in identifying other topics for
speci fic audi ences is recommended.
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Page 48, paragraph 10-105a, Ternination briefings. Add the foll ow ng:

Security Termination Statenents will be executed only when required by the

basi ¢ regul ation. For exanple, a Security Termi nation Statenment need not be
executed for an enployee transferring from one DOD office to another when it
is known that the enployee's new position will require a security clearance.

Page 49, paragraph 10-106, O her requirenents. Add subparagraph c after
subpar agraph b:

c. Records will be maintained on file to docunent attendance for all
briefings outlined in paragraph 10-101n of this supplenent. For annual
refresher briefings, records will, as a mninum consist of nane,
organi zational elenment, date of training/briefing, and type of briefing. The
refresher briefing records will be maintained until conpletion of the next
year's training program

Page 52, paragraph 13-200c, Managenent responsibility. Add the follow ng at
t he end:

Requests for exceptions to the basic regulation or this supplenent will be
forwarded through command security channels to Commander, HQ AMC (AMCM -CS).

Page 52, paragraph 13-301, Mlitary departnents. Add the follow ng at the
end:

The HQ AMC Deputy Chief of Staff for Intelligence is responsible for

i mpl ement ati on of and conpliance with DOD and Departnent of the Arny

I nformation Security Programrequirenents throughout AMC. The Chief, AMC SSA
is responsible for nmonitorship (through inspections) of the AMC I nformation
Security Program

Page 53, paragraph 13-304al, Field program managenent. Add subparagraph (i)
after subparagraph (h):

(i) Initiate and supervise neasures to ensure classified holdings are
kept to a m nimum consistent with mssion acconplishment.

Page 53, paragraph 13-304cl, Field program managenent. Add subparagraphs (m,
and (n) after subparagraph (1):

(m Provide a quarterly security status report AMCM -302 (appendix Q to
Conmander, HQ AMC (AMCM -CS). Reports will be provided no later than 15
January, 15 April, 15 July, and 15 Cctober of each year and will cover the
precedi ng quarter. AMC MSCs will provide consolidated reports.

(n) Monitor progress of prelimnary inquiries and investigations into
security violations.
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Page 54, paragraph 14-101b2, Violations subject to sanction. Add the
followi ng at the end:

CPR 700 (C14), 751.A, appendix A, Tables Pertaining to Penalties for Various
O fenses, should be consulted by individual's supervisor for general
gui dance.

Page 62, appendix C, paragraph 2a(3), Policy and procedure. Add the follow ng
at the end:

Requests for code words will be submitted in witing to Cormander, HQ AMC,
(AMCM - S) .

Page 62, appendix C, paragraph 2b(5)(c). Nicknanes. Add the follow ng at the
end:

Requests for nicknanes and notification of cancellation of assigned nicknanes
will be submitted in witing to Conmander, HQ AMC (AMCM -S). Nicknanmes wil |
expire 1 year fromeffective date of issuance unless otherw se requested in
witing by the nicknane sponsor.

Page 116, appendix D, section 1, paragraph 2, Authority. Add the follow ng at
t he end:

Information classified pursuant to this guide will be safeguarded according to
this regul ation.

Page 117, appendix D, section 1, paragraph 6, Public Release. Add the
following at the end:

AMC guides will contain the follow ng statement:

"Wthin the Departnment of the Arny, procedures specified in AR 360-5 will be
foll owed. Defense contractors will conply with DOD 5200. 22M and ot her
contractual requirements. For those agenci es under cognizance of the U. S
Arnmy Materiel Conmand, all information concerning (title of system project,
programor item, will be forwarded for public clearance to (nane and address
of clearance authority) according to AR 360-5, paragraph 9-2. Material
submtted for clearance through U.S. Arny Materiel Conmmand (when required)
will be forwarded to the Commander, HQ AMC (AMCPA), 5001 Ei senhower Avenue,

Al exandria, VA 22333-0001, prior to public release."

Page 122, appendix D, section 8 Hardware. Add the follow ng:

a. Notes will be used when appropriate but are not required. Cuides should
be witten in an easy-to-read manner and will not include any data that is
not applicable to the time or systemfor which the guide is witten.

b. A mandatory review is required every 2 years for all guides; the date 2

years after the approval date will be the suspense date for this review
However, pronpt action will be taken when any regradi ng becones appropriate,
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even during the staffing and coordi nati on phases. Foreign nmlitary sales
i ssues will be addressed in the review of all guides regardl ess of whether
itemis currently being considered for sale.

c. |If no changes are required as a result of the review, the originator
(action officer) will place a notation on the record copy of the guide
attesting to the review and affixing his/her signature and date thereto.

d. Wenever ninor changes are required (as the result of review or change
in status of iten) an addendumto the security classification guide will be
prepared, using the format in attachnent 1, this appendi x.

e. A sanple format for Materiel Status Subm ssion is shown in attachnent 2
thi s appendi x.

f. Security nanagers and persons responsible for witing security
classification guides should develop a standard listing of categories of
information to be included in security classification guides as they pertain
to missions, munitions, radars, and other major itenms of AMC responsibility.

g. Initial Operational Capability (10C) dates nmay only be classified when--

1. Previously released unclassified itenms of information such as testing
schedul es, dates for production decisions, production or delivery schedul es,
or production preparation date will not conpronise the 10OC dates. If 1CC
dates must be classified, the declassification date should be a specific,
finite date or Originating Agency's Deternination Required (QADR).

2. Disclosure of the I OC dates woul d cause danage to the nationa
security.

Page 123, appendix E, Format variations. Add attachnents 1, 2, and 3 at the
end:

Page 141, appendix P. Add appendixes Q R S and T after appendix P.
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The proponent of this supplenent is the United

States Arny Materiel Command. Users are invited to
send comments and suggested i nprovenents on DA Form
2028 (Recommended Changes to Publications and Bl ank
Forns) to the Conmander, HQ AMC, ATTN. AMCM - CS,
5001 Ei senhower Avenue, Al exandria, VA 22333-0001.

FOR THE COMVANDER:

OFFI CI AL: W LLI AM B. McGRATH
Maj or CGeneral , USA
Chi ef of Staff

LEROY TI LLERY
Chief, Printing and Publications
Branch

DI STRI BUTI ON\:

Initial Distr H(60) 1 ea HQ Acty/Staff Oc
B LEAD (5, 875)

AMCI O | - SP st ockroom ( 75)

HQDA (DAM -ClI S)

AMCM - CS (50)
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Attachment 1 to Appendix E

SAMPLE FORMAT FOR ADDENDA TO SECURITY
CLASSIFICATION GUIDES

LETTERHEAD OF PROPONENT
MSR No. (To be provided by AMCRD-0)
Date

ADDENDA

Provide narrg jon of change, i.e., item has been
upgraded /gO N or declassified,

SUBJ@CT: /\ ssification Guide

Page Para Change

date

(SIGNATURE BLOCK)

E-2
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Attachment 2 to Appendix E
SAMPLE FORMAT FOR MSR SUBMISSION
(LETTERHEAD OF PROPONENT)
(Office symbol) , (Date)
MSR: (To be completed by AMCRD-0)

SUBJECT: Materiel Status Record Submission

Commander

U.S. Army Materiel Command
ATTN: AMCRD-O

Alexandria, VA 22333-0001

y classification guide, together with

The following record of a .
recording in the Materiel Status Record

attached document, is_fo
according to AR 70-

GENERAL INFORMATIO

a. Project title?
b. Project number:

SECTION 3 - SECURITY CLASSIFICATION GUIDE

a. Subject:

b. 1Issued by:

c. Approval date:

d. Action officer: . DSN:
e. Supersessions: (Date)

FOR THE COMMANDER:

1 Encl (Signature Block)

Guide (dupe) B3
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Attachment 3 to Appendi x E
DI STRI BUTI ON OF SECURI TY CLASSI FI CATI ON GUI DES

Copi es of each approved Security Classification Quide (less SCl) and changes
thereto will be distributed as foll ows:

a. Chief, AMC SSA (AMXPX-S) (1).
b. Commander, AMC (AMCM -CS) (1).

c. Commander, USA Materiel Readi ness Support Activity (AMXMD PQ,
Lexi ngton, KY 40511 (1).

d. HQDA el ement having staff jurisdiction over the item(1).

e. Commander, U S. Arny Test and Eval uati on Cormand ( AMSTE-SI-S), Aberdeen
Provi ng Ground, MD 21005 (2).

f. Drector, US. Arny Mteriel Systens Analysis Activity (AMXSY-PS),
Aberdeen Proving Ground, MD 21005 (1).

g. Conmander, AMC (AMCRD-O) (2) by letter in format shown in attachnment 2
to appendi x E of this supplenment.

h. |If applicable, to Depot Systens Command for provision to the security
manager of the depots where storage and repair of the end itemis anticipated

(1).
i. Commander, AMC (AMCRM BC-S) (1).

j. Commander-in-Chief, US. Arny Europe and Seventh Arny (AEAGC FMD), APO
New York 09403 (1).

k. Commander, Mlitary Traffic Management Commrand (Mr-SS), Nassif Buil ding,
5600 Col unbia Pike, Falls Church, VA 22041 (1).

I. Commander, Forces Conmand (AFOP-FM), Fort MPherson GA 30330 (1).

m  Commander, Training and Doctrine Command (ATCD-D), Fort Monroe, VA 23651
(1).

n. Commander, U S. Arny Pacific (APIN-SC), Fort Shafter, H 96858 (1).

0. Defense Technical Information Center, (DTIC FDAC), Cameron Station,
Al exandria, VA 22304-6145 (2).



AMC Suppl 1 to AR 380-5

(The followi ng are classification exanples and are not valid gui dance for any

effort.)
FOREI GN M LI TARY SALES | SSUES

(1) Highest level of classified
i nformati on that could be discl osed
by sale of end item

(2) Hi ghest level of classified
information that nust be discl osed
to enabl e production of end item

(3) Highest |level of classified
information that nmust be discl osed
by operation of the end item

(4) Highest |level of classified
informati on that nust be discl osed
in the mai ntenance of the end item

(5) Highest |evel of classified
information that nust be discl osed
intraining to use the end item

(6) Highest classification of
information that could be reveal ed
by reverse engineering the end tine.

(7) Highest classification of
i nformati on that could be reveal ed
by testing the end item

*Above additional elenments should be considered for
of the next DOD 5200.1-H and listed in Section 7.

CLASS

S

DECLASS REMARKS

OADR

OADR

OADR

OADR

See not e*

See not e*

inclusion in the revision

Adm ni strati ve Dat a.
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APPENDIX Q
RECOMMENDED FORMAT FOR SECURITY STATUS REPORT
(Requirement Control Symbol AMCMI-CS-302)
_____Quarter FY______

1. Security violations attributable to reporting activity. (AR 380-5, chapter
VI.)

a. Number of preliminary inquiries/formal investigations initiated for
violations attributable to this activity during the reporting period:

b. Following narratives will be identified
number assigned pursuant to paragraph 6-103, AM

e security violation
1 to AR 380-5.

c. Provide a brief narrative for eg
during the quarter and identified abo
classification involved. If invesiige
the probability of compromise and
Specify what disciplinary actj
individual(s). If responsj
violations during the pas
violations.

stigation initiated
ghest level of

¥ lete, address findings as to
ty % damage to National security.
as taken against responsible
) have been cited for other security
tify date(s) and nature of those prior

d. Provide a
were completed dur
(specify quarter in

e of results of inquiries/investigation which
ter, but were initiated in a prior quarter
fviolations occurred).

2. Security awareness. (Report refresher training only. Do not include
initial orientations.)

a. General Security Education (AR 380-5, chapter X).

(1) Number eligible during the year

(2) Number trained during the quarter

(3) Number trained during the year

b. Operations Security (OPSEC) Training (AR 530-1).

(1) Number eligible during the year

(2) Number trained during the quarter

(3) Number trained during the year

c. Subversion and Espionage Directed Against U.S. Army (SAEDA) Training
(AR 381-12).

(1) Number eligible during the year

Q-1
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(2) Number trained during the quarter by--

(a) AMC

(b) INSCOM

(3) Number Trained during the year by--

(a) AMC
(b) INSCOM
(4) Number of SAEDA training sessions co ted during the quarter
by--
(a) AMC

(b) INSCOM ////\\\

\J

s ns Yonducted during the year by--

(5) Number of SAEDA traif
(a)
(b)

. Report only those documents maintained under
bh 13-304, basic regula;ion). Do not include

n special security offices or microfiche maintained
and Technical Intelligence Information Support

3. TOP SECRET doc
local accountabilit
documents maintaine
under the DOD Scienti
Program.

(a) Total on hand at end of last quarter:

(b) Total on hand at end of this quarter:

(c) Total received or originated during this quarter:

(d) Total destroyed, transferred, or downgraded during this
quarter:

4. Remarks. Identify all actions taken locally during this quarter to improve
indicators reported above. Also, explain all figures which are inconsistent
with previous report.

5. Point of contact. Provide name and telephone number of person(s) to be
contacted concerning this report

Q-2



SUGGESTED TOPI CS FOR BRI EFI NGS

TRAI NI NG TOPI C

Technol ogy transfer
Unaut hori zed di scl osures
Level s of classification
Oiginal classification
Derivative classification
Chal | enges to classification
Ef fects of open publication
Cl assification/decl assifica-
tion instructions
Mar ki ng docunent s/ ot her itens
Tentative classifications
Conbi nat i ons
St or age/ saf eguardi ng (inc
conput er nedi a)
Care during duty hours
Vi ol ati ons/ conpromi se -
di scovery
Handl i ng NATO, RD, FRD
CNWDI, TOPSECRET
Tel ephone |ine transm ssion
security
End- of - day checks
Wor ki ng papers
Security classification
gui des - use
Visits by contractors
Working with accredited
forei gn personnel
Handcarrying classified
mat eri al

Forei gn governnent information

Third agency rule
Meet i ngs and conferences
Cl earance of speeches/papers
Forei gn di scl osure program
I ndustrial security
Security classification
gui des - preparation
Renoval of classified during
nonduty hours

Myr

XXXXXX X XX XXX X X XX XXXX XXXXXXXX

APPENDI X R

Supv

X XXX X X XX XXXX X

XXXXXXX X

Clerica

XX X X XX XXXX X

AMC Suppl

Compu-
ter

X
X
X

XXXXXX X XX XXX X X XX XXXX X

X
X
X

X X X XX XX X

1 to AR 380-5

Mai |
Distr
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Conmpu-  Mai l
Myr Supv Clerical ter Distr
Need-t o- know X
FOUO
Personnel security cl earances
Briefing requirenents
Position sensitivity
Typi ng/ wor dpr ocessi ng
precautions
I nventories
Destruction
DD Form 254
War ni ng noti ces
Conpi | ations
Downgr adi ng docunents
Upgr adi ng cl assifications
Repr oducti on
Transm ssi on
Packagi ng
Recei pts
Cust odi al duties
Ef fects of open publication

XX X X X

XXX XXXXXX

XXXXXXXXX XX XX

HXXXXXXXXXXXXX XXXXXX
XX X X X

SPECI ALI ZED GROUPS (i ncl udi ng engi neer, contracting, finance, public affairs,
personnel, etc.) are sonetines overlooked in tailoring security topics to
their specialized needs. Ensure that briefings for groups such as these are
prepared in a simlar manner to those for the |arger groups addressed above.
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APPENDIX S

RECOMMENDED FORMAT FOR REQUESTS FOR EXCEPTIONS TO
STORAGE REQUIREMENTS

Provide answers to the following items using narrative format, including all
pertinent details. Yes or no answers should be used only when data in
narrative forms is not applicable. Attach blueprints, drawings, and sketches
when possible. Recently conducted physical security surveys may assist in
completion of items. Completed reports may be considered For Official Use
Only; occasionally classification may be warranted.

SECTION A - GENERAL
1. Name of facility.
2. Facility location and room(s).
Building number (if any). %
Geographic location.
3. Responsible officer.

Alternate.

Telephone (commergia d De e Switched Network (DSN)).
4. Type of facili
a. Class A Vau

b. Class B Vault.

c. Class C Vault.

d. Alarmed area.

e. Total square feet facility occupies.

f. Kind and classification of material to be protected (documents,
hardware, magnetic media, etc.).

g. Duty hours to , number of days per week

h. Construction/modification is complete (yes) (no), anticipated date of
completion is
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SECTION B - PERIPHERAL SECURITY

5. Description of surrounding area outside of building.

a. Fence.

b. Fence lighting.

c. Fence guards.

c. Relationship of building to surrounding area.
6. Building.

a. Construction.
b. Building access control (continuouy du g curity hours only).
¢. Guards (military) (civilian), %
(1) Clearance.
(2) Frequency of
(3) Communicgtio]
o s.

(4)

(5) Reserv

7. Remarks.

SECTION C -~ FACILITY SECURITY
8. Access control.
a. Guards (military) (civilian).
b. Assigned personnel.
(1) Clearances.
(2) Communications.
(3) Emergency procedures.
(4) Reserves.

9. Windows (number and type).



10.

11.

12.

13.

14.

15.

16.

AMC Suppl 1 to AR 380-5

Ventilation ducts (number and type).

Construction.
a. Walls.
b. Ceiling.
c. Floor.

False Ceiling.

a.

. Distance between false and true ceilin
Remarks.

b

Type (fixed or removable).

SECTIQON 0

Number of entrances.

a

b

Type of doors used.
. Vault doors an . odel number, class).
. Wood (thic 3 W solid).

Wood with m thickness of both door and metal covering; hellow,
solid, metal both sides).

Metal (thickness/hollow/honeycomb).
Frame.

Other.

Number and types of doors used for emergency exits.

a.

b.

Vault door (manufacturer, model number, class).
Wood (thickness/hollow/solid).

Wood with metal (thickness of both door and metal covering; hollow,
solid, metal on both sides).

Metal (thickness/hollow/honeycomb).
Frame.

Other.
S-3
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17. Type of lock (entrance).

a. Combination (manufacturer, model number).

b. 1Is entrance door (if not a vault door) and/or the access control door
equipped with a door closer? Yes No (If no, why not?)
18. Locks on windows and other openings.

19. Have hinges been properly secured on door opening outward? Yes

No How?

20. Type of locking device used on emergency exi

a. Lock (manufacturer, model number).

b. Metal strap or bar (size and t ;

¢. Security deadbolt(s). Ay’

d. Panic hardware.

e. Other (describe)

21. Number and typ€s 4 D sed for emergency exits,

a. Electronid Bck (manufacturer, model number).

b. Mechanical cher lock (manufacturer, model number).

c. Key lock (manufacturer, model number).

d. Electronic release (manufacturer, model number).

e. Guard.

f. Other.

29. 1Is combination lock of vault door or locally fabricated door opening into

a nonsecure area protected against tampering?

23.

24,

25.

26.

No Why not? Yes Why not?

Combination changed by.
Combination on file at.
Double check system.

Remarks.
S-4
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SECTION E - CONTAINERS

27. General Services Administration (GSA) approved, Class Quantity
of each

28. Non-GSA approved, manufacturer, model, type of lock.
29. Open/closed signs.

30. Combination changed by.

31. Combination filed at.

32. Double check system.

33. Remarks.

SECTION F - ALAR
In all cases where applicable, giv Q
the following questions.
34. Door protection.
a. Balanced magnetig h.
KT O

in answering

b. Closed cir n.
c. Heat detect
d. Lacing.
e. Capacitance.
£f. Other.
35. Window protection.

a. Alarm Tape.

b. Switch.

c. Capacitance.
d. Closed-circuit television.
e. Other.

36. Perimeter wall protection:

S5
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a. Vibration detection.
b. Lacing.
c. Capacitance.
d. Other.
37. Interior protection (within the facility, below false ceiling).

a. Volumetric alarm system.

b. Closed circuit television.
c. Other.
38. Ventilation and duct protection--
a. Barriers.

,

b. Breakwire alarms duct trap.

c. Capacitance.
d. Other.

39. Overheard pro (¥ace above false ceiling).
a. Volumetric a¥ffm system.
b. Vibration detection.
c. Alarm lacing.
d. Other.

40. Perimeter (fence) protection.
a. Fence alarm.
b. Capacitance.
c. Closed-circuit television.
d. Tele-approach.

e. Seismic.

f. Guards and/or sentry dogs.

S-6



41,

42.

43,

44,

45,

46,

47,
with

48,

49.

50.

51.

52.

and/or mob violence?

53.

facility.

Transmission line supervision.

a. Rigid or flexible conduit.

b. Low security.

c. High security.

d. Other.

Guard response time for an alarm?
When last tested?

Are all alarms operational?

Is emergency/backup power available

Location of alarm annunciator D3
'll

Is the alarm system equip

Are all alarm contro
tamper circuits? Ye

Is tamper circ
Is procedure es
When last tested?
By whom?

Description of test methods.

AMC Suppl 1 to AR 380-5

system?

gemote Test" feature?

s, and associated components equipped
Why not?

Bhed for periodic testing of alarms?

Is the facility located in an area that is subject to burglarious attack

(Describe kind of threat.)

Provide current assessment of hostile intelligence threat against

unit/representative.)

S-7

(Usually obtainable from local supporting military intelligence
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REQUEST FOR VISIT AUTHORIZATION |°A™
AMC SUP 1, AR 380-5

THRU: TO: FROM:

Permission Is requested for the following named employee(s) tovisit your facllity as described beiow:

LINE
NO. NAME OF VISITOR DATE AND PLACE OF BIRTH SSN CITIZENSHIP

CLASSIFICATION OF INFORMATION TO BE DISCUSSED AND PURPOSE OF VISIT:

DATE(S) AND DURATION OF VISIT:

PERSON(S) TO BE VISITED:

TYPED NAME & TITLE OF REQUESTING OFFICIAL: |SIGNATURE:

TO BE COMPLETED BY SECURITY OFFICE

LINE
NO. LEVEL OF CLEARANCE AND ISSUING AUTHORITY DATE

Unless otherwlise notified, the above visit will be considered approved.
TYPED NAME & TITLE OF SECURITY OFFICER: |SIGNATURE: DATE:

AMC FORM 1663 -R-L Previous ed/tions of this form may not be used.
15 JAN 92 T
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DATA REQUIRED BY THE PRIVACY ACT OF 1974
(5 USC 552a)

TITLE OF FORM PRESCRIBING DIRECTIVE
Request for Visit Authorization AMC SUP 1, AR 380-5
1. AUTHORITY

Executive Orders 10450 and 10865; Title 10, USC, Section 3012

2. PRINCIPAL PURPOSE
To advise facllities of forthcoming visits of military and civilian personnel.

3. ROUTINE USES
indicates that a forthcoming visit Is authorized and verifies the visitor’s leve! of clearance
and Issulng authorlty. Provides faclility being visited with the visitor's name; date and place

of birth; Soclal Security Number; citizenship; classlfication of information to be discussed
and purpose of visit; date(s) and duration of visit; and person(s) to be visited.

4. MANDATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL NOT PROVIDING
INFORMATION

Disclosure of the Information Is voluntary. The personal Information requested Is necessary

to preclude unauthorized disclosure of classifled defense information. Refusal to provide
information will result in nonadmittance to classified areas and briefings.

AMC FORM 19663- -R-E Reverse side of AMC Form 1663-R-E REVERSE SIDE

1 2
5 JAN T2



